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Introduction

Organisations are increasingly aware that the network perimeter is
no longer sufficient to protect its IT systems and data in a dynamic
‘access anywhere’ world.

Identity and Access Management (IAM) solutions provide greater
flexibility in helping to provide employees with access to the right
company resources to do their job.

Savanti's IAM services will assist in delivering a solution that meets
your current and future needs for the life cycle management of
your digital identities and their entitlements.
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3 phased IAM approach

] 2 3

Prepare Develop Deliver

We will work with you to understand your During this phase we will help you Once the IAM capability is up and running
existing IAM capability and ensure your deploy the IAM technology but also it will be time to deliver the promised
business is fully prepared to deploy IAM ensure that a business process model is benefits. We will guide you through the

technology and processes. We will help you developed based on how you will use iterative feature delivery designed to

agree the business benefits to be delivered, and operate the technology to deliver minimise ‘time-to-value’ so that embedding

understand the scope of the identities you your planned return on investment. IAM business change is manageable and
want to manage and build a prioritised part of a smooth fransition.

roadmap to deliver your solution.

These 3 phases form the basis of our framework approach, which is used to model our IAM projects. This has been developed
through a proven track record of helping clients successfully drive value from product investment.
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Savanti IAM Framework

Define Strategic Landscape Map Product/Feature Roadmap &

Outcomes & Scoping Planning Prioritisation

l Discovery ] l Planning ]

Architectural Solution
Design Deployment

Target Operating Access Model

Model Development

l Strategic Design | | Solution Delivery ]

Pilot Prioritised On- Product Management and Feature
Boarding Delivery
\ Roll-out ] | Increasing Maturity and Value I
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Engagement team

The engagement with Savanti will be led by an experienced IAM consultant offering a
broad range of skills and knowledge. The engagement team is from our multi-disciplined
team of experts and normally comprises of:

* |AM Lead - providing oversight and direction to the project team, IAM subject matter
expertise, technical assurance and acting as the main interface to the business
functions.

* |AM Technical Lead - responsible for creating the technical vision, leading the
development teams and overall quality of the technical provision.

« Delivery Lead/Business Analyst — accountable for the delivery, administration and
reporting of the IAM project.

We will work collaboratively with your current team members and build working
relationships swiftly.
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|AM case study

Our client, a leading physical security provider operating in numerous countries, was working to modernise its management of digital
identities and protect its business against potential cyber risks during a phase of rapid growth. They enlisted the support of Savanti to
provide IAM expertise and deliver a platform that makes the management and governance of every digital identity simple, within a
diverse and dynamic organisation.

With a large global field-based workforce it was imperative to provision employees with access to the resources necessary to deliver
on commitments to keep their customers safe.

Using an agile delivery framework, Savanti quickly established existing identity management procedures and developed a roadmap
to enhance capabilities, increase automation and implement the latest security controls. This gave Savanti’s client confidence in
their rapid growth and product innovation in a rapidly changing and challenged world.

Savanti replaced old technology with a leading SaasS Identity Management platform, providing identity governance for employees
in a complex technology environment.

Working across Cloud and fraditional environments, the new solution integrates with the HR workforce management system to
correlate system access to known identities. In implementing regular reviews of access to business-critical systems, automating
account provisioning/de-provisioning and giving employees the ability to manage their own access, our client is placing identity
security at the centre of its overall security strategy.
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Benefits

We only work with the best-in-class product
vendors who are focused on provision
and continuous development of their

technology, aggressive product roadmaps

and commitment to maintaining best of
breed IAM technologies

As a vendor agnostic consultancy, we
have a wide range of knowledge in IAM
technologies, the best practices
required to deliver capabilities and
embed them into your business process
model and ways of working

Best in o
Class Broad
knowledge

We have a good practice framework with

Time to recognition and adaptations to suit

Value customer complexities, avoiding square

peg, round hold scenarios. We focus on

being there to support and build reliable
and credible relationships

By focusing on understanding your
business strategy, our iterative delivery
approach reduces the time to realise

value from your investment
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Summary of available services

Virtual “Head of Identity/Product Owner”
Ongoing management of your identity strategy, roadmap and delivery by Savanti security leaders with real world experience of leading major
IAM change programmes.

Maturity assessments

Reviewing existing IAM capabilities and controls to establish areas of strength and weakness relative to good practice and wider industry. Savanti
will provide insight into problem areas, and recommendations for a roadmap to increase maturity. Our experience will give you insight into
common challenges and how to address them.

Strategy development and support

Working with your teams to develop a credible, actionable strategy and roadmap for maturing your IAM conftrols, services and processes that are
fit for your business objectives.

Programme management

Full lifecycle management of your IAM programme to ensure every aspect of the programme benefits from the oversight of experienced IAM
project managers and practitioners familiar with the needs and pitfalls that are common to IAM projects. Whether it's improving existing
implementations or starting from scratch, our team has the experience to help you succeed.

Product selection support
Providing IAM expertise to support your teams in identifying key requirements that matter to your business and to select technical solutions that will
support the delivery of your IAM strategy and objectives.

Technical, functional and business process design and implementation

Developing and gaining support for a technical architecture and target operating model appropriate for your chosen tool and business needs.
Deploying and configuring the baseline solution to achieve core functionality. Ongoing development of solution capability, systems onboarding
and business process embedding.
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About us

Savanti provides practitioner-led cyber security services to remove the
fear, uncertainty and doubt associated with cyber risk, allowing you to
get on with what you do best. Our consultants specialise in providing
information security leadership and have a proven track record in
delivering successful information security change.

Savantiis currently engaged by some of the world’s largest companies
to address their global information security challenges.
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Contact

James Smith
Head of Consulting

james.smith@savanti.co.uk
+44 (0) 7852 812591
+44 (0) 20 7608 5632

savanti.co.uk

20-22 Wenlock Road,
London, N1 /GU

Certifie®

Richard Brinson
Director

richard.brinson@savanti.co.uk
+44 (0) 7795 222930
+44 (0) 20 7608 5632



